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MAIN CYBERSECURITY RISKS AND EXPOSED ASSETS 
IN AGRICULTURE

• Agriculture ranked as the seventh most targeted industry for ransomware attacks (Source)

• High-profile incidents include an $11 million ransomware attack on JBS and a $10.5 

million cyberattack on Dole (Source)

https://agribusiness.purdue.edu/2025/02/20/why-cybersecurity-must-be-a-top-priority-for-agribusiness-in-2025/
https://agribusiness.purdue.edu/2025/02/20/why-cybersecurity-must-be-a-top-priority-for-agribusiness-in-2025/


REGULATORY
LANDSCAPE

United States Regulations

• Farm and Food Cybersecurity Act of 2025

• Comprehensive federal legislation

• Key Provisions:

• Mandatory cybersecurity assessments

• Minimum security standards for agricultural technologies

• Reporting requirements for cyber incidents

• CISA Agricultural Sector Guidelines

• Critical Infrastructure Protection

• Mandatory risk management frameworks

European Union Regulations

• NIS2 Directive - Agricultural Technology Scope

• Aims to enhance cybersecurity across sectors, including agriculture

• Requires essential entities to implement cybersecurity measures and report incidents

• GDPR Impact on Agricultural Data

• Applies to agricultural businesses handling personal data of EU citizens

• Requires implementation of data privacy measures and consent for data collection

• Mandatory breach notification (72-hour breach notification requirement)

• Severe penalties for non-compliance (fines up to €20 million or 4% of global annual 
turnover)

• Cyber Resilience Act (CRA) - Relevant for smart farming equipment, IoT devices 
used in agriculture, and farm management software:

• Applies to connected products and related data processing services

• Manufacturers must provide ongoing security support and software updates

• Mandatory vulnerability reporting within 24 hour



(Source)  

A CASE STUDY IN AGRICULTURAL 
VULNERABILITY: RANSOMWARE ATTACK

PARALYZES MILKING ROBOTS (SOURCE)

• A ransomware attack exposed the critical vulnerabilities of modern 
farming technologies targeting a farmer’s advanced technological 
infrastructure.

Incident Overview

• Location: Switzerland

• Target: Automated Farming Systems:

• Milking robots

• Cow health monitoring systems

• Farm management software

• Ransom Demand: Attackers demanded a $10,000 ransom

Key Details of the Breach

• Immediate Outcome:

• Disabled milking robot

• Disrupted data collection systems

• Death of a pregnant cow

• Financial Implications

• Economic losses (6,000 Swiss francs)

• Ransom demand went unmet

• Operational disruption

Breach Consequences

• Systems restored after several days

• Highlighted vulnerability of modern agricultural operations to 
cyberattacks

Resolution:

https://www.csoonline.com/article/3484349/ransomware-attack-paralyzes-milking-robots-cow-dead.html
https://www.csoonline.com/article/3484349/ransomware-attack-paralyzes-milking-robots-cow-dead.html


KEY LESSONS LEARNED FROM CYBERSECURITY 
INCIDENTS IN AGRICULTURE

• Even small-scale farms are 
targets for cyberattacks.

• Automated systems (e.g., 
milking robots) can be 
paralyzed, causing immediate 
operational impact.

Vulnerability of 
Modern Farming 
Systems:

• Cyberattacks can result in 
significant financial losses 
beyond any ransom 
demanded.

• Costs include lost production, 
potential livestock loss, and 
system recovery expenses.

Financial Impact 
Beyond Ransom:

• Agricultural businesses need to 
prioritize cybersecurity 
measures.

• Regular staff training on 
cyber threats and best 
practices is essential.

Importance of 
Cybersecurity 
Awareness:

• Regular, secure backups of 
critical data can mitigate the 
impact of ransomware 
attacks.

• Offline backups are 
particularly important to 
ensure data recovery.

Need for Robust 
Backup Systems:

• A single point of failure (e.g., 
computer system) can affect 
multiple aspects of farm 
operations.

• Highlights the need for system 
redundancy and fallback 
procedures.

Interdependence of 
Agricultural 
Systems:

• Having a clear plan for 
responding to cyberattacks 
can minimize damage and 
recovery time.

• This should include steps for 
continuing critical operations 
manually if necessary.

Importance of 
Incident Response 
Planning:

• Generic cybersecurity 
measures may not address all 
the unique aspects of 
agricultural operations.

• Tailored solutions considering 
the specific needs of farms 
and agribusinesses are 
important.

Need for Sector-
Specific 
Cybersecurity 
Solutions:

• Sharing information about 
threats and best practices 
within the agricultural sector 
can improve overall resilience.

• Partnerships between agritech
companies and cybersecurity 
firms can lead to better 
protection.

Collaboration and 
Information 
Sharing:



THANK YOU

"We’re seeing robotic systems 
managing farms, automated feeding 
systems for livestock, and even AI-

based optimization tools to improve 
crop yields. But all this automation 

brings significant cyber risk if  
infrastructure leaks or PII (Personal 

Identifiable Information) leaks within 
the underlying software that are not 

constantly protected.”- Cory 
Brandolini, co-founder of Railtown

I look forward to your questions and thoughts on the evolving cybersecurity 
landscape in digital agriculture

Email: amarotta@mit.edu
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