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OPEN SOURCE INTELLIGENCE (OSINT) s
O

OSINT represents all publicly available data that
can be gathered using non-intrusive methods. CODECS

. With the rise of agricultural digitalization, more
data is becoming publicly accessible.

This data includes technical, personal, and
business information
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JOHN DEERE OSINT ATTACK %

C;
* In 2021, a security researcher named Sick Codes used OSINT techniques to uncover
vulnerabilities in John Deere's agricultural software and equipement CO D ECS

 Exposed data included:
user accounts,
farm equipment data
remotely controled tractors
 The researcher relied solely on publicly available data
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» This prompts the annual John Deere CyberTractor challenge
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WHY DOES IT MATTER?

Many agricultural systems use open or semi-public data

We have to look beyond cyber attacks

Open data can be exploited for:
market manipulation (e.g. prices manipulation)
conduct unfair business practices

Bad business practices come to light eg. Using private drive
links to share data

Google dorks can find the most (private) public links

site:drive.google.com inurl:farm

Videoposnetki

a Google

< https://drive.google.com » viewer - Prevedi to stran

women-farm-workers-list-20250306. pdf

Kratki videoposnetk

site:drive.google.com intext:"Confidential”
Vse Slike Vid snetki Novice  Kratki v osnetki

a Google Drive

& htips://drive.google.com > file » edit  $

Swan, Julie Mugford confidential file.pdf
Loading... Sign in.

a Google Drive

= https://drive.google.com » file > view :

Splet

24-Confidential Placement Summary English.pdf

Loading... Sign in.

a Google Drive

= https://dnve google.com file > edit  :

Confidential Assignment ((FULL))
Loading... Sign in.

a Google Drive

<= https://drive google com » file » edit

Confidential Assignment 2: International BEST
Loading... Sign in.

* X %
* *
* *
* *

* 5k

Funded by
the European Union



HOW DO WE SOLVE THIS?

*Data Classification:
Follow the NIS2 Directive to categorize and protect data.

*Employee Training:
Educate staff on secure and proper data-sharing protocols.

*External Security Audits:
Engage cybersecurity experts to find information about our organization
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